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Privacy in Halacha
On December 2, 2015, the United States – and the world – was shaken by a devastating, deadly terror 
attack perpetrated by a married couple who killed fourteen people and seriously injured twenty-two others 
at the Inland Regional Center in San Bernardino, California. The perpetrators – Syed Farook and Tashfeen 
Malik – were found and killed by police in a shootout that same day.

Two months later, on February 9th, the FBI, which had taken over the investigation of the attack, announced 
that it had recovered Syed Farook’s iPhone, but was unable to unlock the device in order to find clues of the 
shooter’s possible accomplices and other important contacts. This information, the FBI claimed, was vital 
to the Bureau’s ongoing investigation into the terrorists’ motives and modes of operation. The FBI asked 
that Apple disable the phone’s security system to enable them to access Mr. Farook’s information, but the 
company refused, arguing that it needed to strictly uphold its commitments not to compromise its customers’ 
security. The FBI then appealed to a federal judge, and a court order was issued ordering Apple to comply 
with the FBI’s demands by February 26th. The brief legal battle came to an anticlimactic end on March 28th, 
when the Department of Justice announced that it succeeded in unlocking the device.

This unfortunate incident brings to the fore the broader question as to the limits of a person’s right to have 
personal information kept private, – question which has implications for even more common situations than 
terrorism. For example, if a person wishes to find out about a prospective business partner, or spouse, and 
is able to “hack” that individual’s email account or other sources of personal information, would halacha 
sanction such prying? For that matter, may a hacker access confidential information purely out of curiosity or 
for amusement, without sharing that information with anybody else? 

This question also arises with regard to wiretapping. May one place a hidden recorder near a yeshiva 
student’s seat in the beis midrash, for example, to determine his level of seriousness when considering him 
as a shidduch? Similarly, would it be permissible to secretly check his computer’s internet browsing history 
to see if he accesses inappropriate material? Another example would be obtaining medical information to 
learn of a prospective shidduch’s family history. If a person somehow has the ability to access somebody’s 
confidential medical records, are there any circumstances when this would be allowed?
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QUESTIONS TO 
CONSIDER

 ■ What do you think halacha would say about “the right to privacy”?

 ■ In what types of circumstances might we possibly be allowed to violate someone’s privacy?

While it definitely seems wrong to share confidential information about someone else, the Torah never 
explicitly writes, “Don’t share people’s private information with other people.” That said, there are still several 
prohibitions one may be violating if he reveals sensitive information about another person. For example:

Talmud Bavli Yoma 4b

FOR YOUR EARS 
ONLY

Rav Menasia the Great said: From where do we know that if 
someone tells his friend something, then he [the listener] is subject 
to the prohibition of “Do not say it” until he is told, “You can say it”? 
It is derived from the passuk: “Hashem spoke to him [Moshe] from 
the Ohel Moed, saying.” (Vayikra 1:1)

אמר ר׳ מנסיא רבה מניין לאומר דבר לחבירו 
שהוא בבל יאמר עד שיאמר לו לך אמור שנאמר 

)ויקרא א:א( וידבר ה׳ אליו מאהל מועד לאמר

SEE THIS ORIGINAL PAGE OF TALMUD ON THE NEXT PAGE
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The passuk says “laymor” [which is short for] “lo emor” – 
meaning: “Do not say these words unless he gives you 
permission.”

תלמוד לומר לאמר לא אמור הדברים אלא אם כן 
נותן לו רשות

If someone tells matters which – if they would be heard by 
other people, would cause physical or monetary damage, 
or even cause him distress or to be frightened – this 
constitutes lashon hara.

המספר דברים שגורמים אם נשמעו איש מפי איש 
להזיק חבירו בגופו או בממונו ואפילו להצר לו או 

להפחידו, הרי זה לשון הרע.

Rashi explains that the word לאמר (“saying”) in the passuk is a contraction of two words: לא אמר (“Do not say”).

Rashi

The Gemara seems to assume that one cannot spread any information they hear from someone else, unless 
they are explicitly given permission to share it. This would be a violation of their privacy.

This may seem strange. There is a much more famous prohibition in the Torah known as Lashon Hara. The 
Rambam (Dei’os 7:5) defines Lashon Hara as follows:

Rambam: Dei’os 7:5

The Rambam says that Lashon Hara means spreading harmful information about a person. Obviously, 
spreading harmful information about another person would be a more severe violation of privacy than 
merely revealing information that isn’t harmful at all. So why would the Torah prohibit revealing negative 
private information, if it is already forbidden to reveal private information of any kind?

The Chofetz Chaim (Hilchos Lashon Ha’ra 2:13; Be’er Mayim Chayim, 27) offers two possible answers:

1. Perhaps the law stated in Yoma of בל יאמר (“Do not reveal any information that someone shares with you”) 
wasn’t referring to a bona fide prohibition; rather, it was merely referring to a guideline of etiquette and 
proper behavior. The only real prohibition is when one reveals negative information which is Lashon Hara.

2. Alternatively, maybe בל יאמר is a bona fide prohibition, but the only time it applies is when someone 
specifically tells you not to repeat something. If he or she says nothing, then the information can be 
repeated. But Lashon Hara would always apply, regardless.

So, for multiple reasons, בל יאמר may not be a good source for the value of privacy, either because it is not a 
100% legitimate prohibition, or because it does not apply in all cases.

QUESTIONS TO 
CONSIDER

 ■ Why is it so important to refrain from revealing private information?

Others postulate that the source that forbids revealing private information comes from a passuk in Vayikra:

Vayikra 19:16

RECHILUS:
THE GOSSIPER

HARMFUL 
INFORMATION 
VS. PRIVATE 
INFORMATION

Do not go as a Rachil (spreading tales) amongst your nation, do 
not “stand on the blood of your friend”; I am Hashem your God.

לֹא ֵתֵלְך ָרִכיל ְבַעֶמיָך לֹא ַתֲעמֹד ַעל ַדם ֵרֶעָך: ֲאִני ה׳.

[A Rachil is a person] who carries information and goes from 
person to person, saying, “This is what this guy said,” or “I 
heard this about that guy” – even if it is true.

זה שטוען דברים והולך מזה לזה ואומר כך אמר פלוני, 
כך וכך שמעתי על פלוני, אע״פ שהוא אמת

The Torah here refers to a prohibition known as Rechilus (usually translated as “gossip”) and involves 
relaying information about other people.

Rambam Hilchos Dei’os 7:2:
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A person is obligated to conceal a secret revealed to him 
by his fellow in a secretive manner, even if revealing it 
would not involve Rechilus, because revealing the secret 
causes damage to the owner…and, secondly, one who 
reveals a secret, deviates from the path of modesty and 
violates the wish of the secret’s owner.

וחייב אדם להסתיר הסוד אשר יגלה אליו חברו דרך 
סתר אעפ״י שאין בגילוי ההוא ענין רכילות, כי יש בגילוי 
הסוד נזק לבעליו... והשנית כי מגלה הסוד אך יצא יצא 

מדרך הצניעות והנה הוא מעביר על דעת בעל הסוד.

Regardless of whether it is a formal prohibition or not, revealing secrets is unanimously considered to be a 
severe breach of ethical behavior. Rabbeinu Yonah writes:

Rabbeinu Yonah: Shaarei Teshuva 3:228

QUESTIONS TO 
CONSIDER

 ■ Why would the Rambam include revealing even neutral information under the prohibition of Rechilus?

 ■ The Gemara says one should not reveal private things told to him because of בל יאמר.

 ■ This prohibition is different from the regular prohibition of Lashon Hara, either because (a) it might 
not be a real bona fide prohibition; or (b) it might only apply to situations in which you are told 
explicitly not to say anything.

 ■ Revealing private information may also be a violation of Rechilus.

 ■ At the very least, revealing private information about another person is a serious ethical breach of 
conduct.

INTERIM SUMMARY

All we’ve discussed so far involves publicizing other people’s information. But what does the Torah say 
about spying on someone else’s private affairs (regardless of whether he intends to publicize them later or 
not)?

Again, the Torah never explicily says, “Don’t spy on people,” but many possible sources are brought which 
would prove that spying on another person is forbidden.

The Torah famously says:

Vayikra 19:18

THE PROBLEMS 
WITH SNOOPING

Love your friend like yourself. ְוָאַהְבָת ְלֵרֲעָך ָכמֹוָך.

The Sefer Hachinuch defines this as follows:

Sefer HaChinuch: Mitzvah 243

To love every individual Jew with a deep love, meaning that 
he is compassionate to the Jew and to his money just as he 
is compassionate to himself and his own money, like it says, 
“Love your friend as yourselves.” The Sages said (Shabbos 
31a) “Whatever you would not want someone to do to you, do 
not do to your friend.”

לאהוב כל אחד מישראל אהבת נפש, כלומר שנחמול 
על ישראל ועל ממונו כמו שאדם חומל על עצמו 

וממונו, שנאמר ]ויקרא י״ט, י״ח[ ואהבת לרעך כמוך. 
ואמרו זכרונם לברכה ]שבת ל״א ע״א[ דעלך סני 

לחברך לא תעביד

The Rambam here seems to say that Rechilus means revealing any type of private information about 
someone else. But not everyone agrees with definition of Rechilus. For example, Rashi (in his commentary 
on this passuk in the Torah) seems to imply that the prohibition of Rechilus is limited to only revealing 
negative information about another.

REVEALING 
SECRETS: 
UNETHICAL 
BEHAVIOR
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It is clear from this definition that one should not spy on his friend, as this is something that none of us would 
want someone else to do to us.

Rav Yaakov Chagiz, in Halachos Ketanos (1:276) writes that spying poses an additional problem of Rechilus. 
He draws a halachic equivalence between telling someone something private, and finding it out for yourself. 
In both cases, the result is the same: an additional person knows the private information.

The final problem with spying on other people’s private information may come from a Cheirem (ban) enacted 
by Rabbeinu Gershom around 1000 C.E. At that time, Rabbeinu Gershom banned reading other people’s 
mail. This ban has been halachically accepted amongst all Ashkenazic Jews. But there is discussion as to 
whether this ban includes eavesdropping and wiretapping. 

• Some poskim claim that Rabbeinu Gershom was clearly concerned about privacy in general, and 
therefore both eavesdropping and wiretapping would be included in his ban.

• Others contend that one cannot extend a late-rabbinic prohibition beyond its boundaries, so 
eavesdropping and wiretapping would not be included in the ban.

Regardless, all private written correspondences, including email, would definitely be included, and all other 
forms of spying would be forbidden by the prohibitions stated above.

CHEIREM 
DIRABBEINU 
GERSHOM

 ■ The Gemara says one should not reveal private things told to him because of בל יאמר.

 ■ This prohibition is different from the regular prohibition of Lashon Hara, either because (a) it might 
not be a real bona fide prohibition; or (b) it might only apply to situations in which you are told 
explicitly not to say anything.

 ■ Revealing private information may also be a violation of Rechilus.

 ■ At the very least, revealing private information about another person is a serious ethical breach of 
conduct.

 ■ Spying on other people is a violation of ְוָאַהְבָת ְלֵרֲעָך ָכמֹוָך, Rechilus, and possibly also the ban enacted by 
Rabbeinu Gershom.

INTERIM SUMMARY
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D ISC L A I M ER:
The views and opinions presented in this sourcesheet should not be taken as halachah l’maaseh.  

Before applying these halachos to real-life situations, one must consult with a competent halachic authority.

It would seem obvious that given the international threat of Islamic terrorism, and the vital importance of 
intelligence information in identifying and capturing potential attackers and their accomplices, accessing 
the information on a terrorist’s device would certainly appear to fall under the category of public safety, 
which, as noted, overrides the prohibition against invading privacy.

CONCLUSION

If there are so many issues with spying or revealing someone else’s private information, in what type of 
situations might these privacy invasions be allowed?

The Shulchan Aruch discusses a rule that it is forbidden to trick a person into buying an inferior item from 
you at full price. For example:

Shulchan Aruch: Choshen Mishpat 228:6

It may also be suggested that privacy may be violated to save a human life. Typically, we violate any 
prohibition to save a life – except for the prohibitions of idolatry, sexual immorality and murder.

Rav Moshe Feinstein ruled this way (Iggeros Moshe, Y.D. 214), and this rule is also stated explicitly by the Ibn 
Ezra when he talks about the prohibition of killing:

Ibn Ezra: Shemos 20:12

Rav Moshe Shterbach (Teshuvos Ve’hanhagos, 1:869) ruled that this applies even in cases where there is 
only a vague threat to general safety. For example: if a doctor diagnoses someone as unfit to drive, he must 
inform the government in order to protect the safety of everyone who drives.

A similar rule applies to when a father marries off his daughter. A Mishna in Kesubos explains that if a woman 
is married with a secret defect, she suffers financially as a result. The Mishna qualifies this and says:

Mishna Kesubos 75a

The Mishna seems to place the onus of finding out the defects not solely on the “seller” (i.e. the father) but 
also on the “buyer” (i.e. the husband) - so much so, that if the husband had an opportunity to find out the 
secret information, and he didn’t, the seller seemingly isn’t punished for hiding it.

It would seem that both the “buyer” (husband) has a right to seek out this private information, and that 
anyone who knows such information has the right to tell him.

We see here that the legal rights to protect the members of a purchase or marriage trump the values of 
privacy.

EXCEPTION #1: 
GETTING YOUR 
MONEY’S WORTH

EXCEPTION #2:
TO SAVE A LIFE

If it has a defect, he [the seller] must inform the buyer.  ִאם ֵיׁש מּום ְבִמָקחֹו ָצִריְך ְלהֹוִדיעֹו ַלּלֹוֵקַח.

If that city has a bathhouse, then the husband cannot 
complain about even secret defects, because he 
[should have] asked those close to her.

ואם יש מרחץ באותה העיר אף מומין שבסתר אינו יכול לטעון 
מפני שהוא בודקה בקרובותיו.

Or, if a secret was revealed to you and you can save 
someone from death by revealing it to him – if you do not 
reveal it, you are like a murderer.

או שנגלה לך סוד שתוכל להצילו מן המות אם תגלהו 
לו, ואם לא גלית אתה כמו רוצח.

QUESTIONS TO 
CONSIDER

 ■ Why would this be?


